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jLSLo ia^»J i j :(4) Jf|uun ♦ 
gJugjJl) jjjSj^jujJI^ JjU jjJjf AjJ ^dbJ$ jLSLq 

!(gl AnjjyyJI^ 

:Lbr^( / 


. jj^j^JI jl£ui Jajiki ^jmxAI jl -a j£] t(_pjj_jj>Jdil jl£ui Ja^i 

MAC u^j^' ‘MAC Address j IP <=^ ‘cAV^dl c> c^' £$ 


.lW Address 


Layer ^ Jil “■■ ; Hub u^J) :(5) J)$-m ♦ 

♦ ♦ 

MAC Vj IPV u j t OSI modedl ^ Layerl ^ cJi^i Hub sV' - 

UU. ^Vn«n jl#j .Address 


^Modern 9 Router ^ AjJ :( 6 ) Jf|uun ♦ 


~L5• V‘** \. Vj?^ iLaatj c jlA*Jl 'jl g 7> j ISPdl A--«Aidl ^aAiLa jjj LaJjoi j ^A ModeiTl ,aAj>dl 


u / y —'2 J S“Lr'y k Uf"' J'-isrrJ ior- JI ^ iviuuciii r^Jr 

Analogue *jldV DigitaU'sjUiVI (modulate/demodulate ^ 

. jjjl'lll JLxk jC. clujliVLl (Jl 1 j jjxadl aASjj t^u£xII j 
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U*ur* ?DHCP -H 9^ Ajf :(9) Jffrjun ♦ 

♦ ♦ 
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.tiliU jj jl TCP/IP Configuration -3' 53 jjd fj^d' jW ^ j - 

> j^j Subnet Mask (SNM) ^ m^3'j ‘IP ^ l^SM l 5 j - 
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J*f*3j* jisi AjJ 5TCP/IP ^ ^ >j2Jt $J> U :(18) Jf§A* ♦ 

ZAjUrVf ✓ 

♦ ♦ _ 

^gAc. (J.aat'lj tdjlLiia (J^lk ^ja j_pa»J £a (JxIulL Cll^l£jJ(j-* TCP/IP-l' 

.(JaaluiAll (Jjoi^xAI (_ja IjIjAI cJj 1 *ajJ 

_4_ikj^aVI ^lAdl <A]aC.j tl g 1 a3 Jaju'j c()SI-1' (J*'8* } ^ 1*QC> ^"A^a] 


Aj|g «TCP/IP-» ^ J»* ■••• gjU) <uj :(19) Jf^j* ♦ 

«L^ajQa 9 

:iiL»»tfl A 



dUxA 

JjSjjjjJ' 


(JA \jW| (JiLl 

f% <jV State-full ‘Connection-oriented - 
t j)ata-l' cJ_ 5 jL ^ a _j (J1 *■ ^AVi c!i1a^L«a aA^)*aj 

Transmission 

Control 

Protocol 

TCP 

1 

.l$l jua j (Ja .^l*i i V j ^aa^-j V 4afd j laid' <j£j 

<H State-less ‘Connectionless - 
.Data-1' Vj cJl *«^V' cf~ Cj1a^1*a Ai^*Aj 

User 

Datagram 

Protocol 

UDP 

2 

(Jjj^la ^jC- <£jjuAl (JkU idllSjjaJl L_flJ^)3U 

. IP ^ J 

Internet 

Protocol 

IP 

3 

jaxa jlgad MAC Address-1' jUjI - 

.4a ^j^aLkJl IP-ll (— fl^)su 

Address 

Resolution 

Protocol 

ARP 

4 

MAC -11 a_fl^)*a LaAic. (ja*A ^1 g U JP .iLaa' 

<i o^d' Address 

Reverse 

Address 

Resolution 

Protocol 

RARP 

5 

,<Loja 1I Data-1' djL<^ji*A dLai^l ^jc. (J^iaa 

Internet 

Control 

Massaging 

Protocol 

ICMP 

6 

Multicasting-1' ULc Jiji^ - 

Internet 

Group 

Management 

Protocol 

IGMP 

7 

.CaliUl! (JSj ^jc. d^jjjaiA 

File Transfer 
Protocol 

FTP 

8 

i_ u ^a ^ix^aa ^9 ^aAklLaiJ 

Hypertext 

Transfer 

Protocol 

HTTP 

9 
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(jc. ijil iWANd' ‘“'!^^ <_gi aA^luu 

Point to 
Point 
Protocol 

PPP 

10 

(jc- (Jik^ajiil i WAN-11 djl£-i*jj aA^luu 

.(jjaitil! 1->S 

Serial Line 
Internet 
Protocol 

SLIP 

11 


Ct LLOa j* AjI JjLLifl «TCP/IP-» Layers CtLLa» 4.»j :(20) ♦ 

«QS1-H 


TCP/IP 

OSI 

Application Layer 

Application Layer 

Presentation Layer 

Session Layer 

Transport Layer 

Transport Layer 

Internet Layer 

Network Layer + (Data Link Layer L ^ Jl) 

Network Access Layer 

Data Link Layer + (Physical Layer L ^ Jl) 


Aj) :(21) ♦ 

♦ ♦ 

.IPv6 j IPv4 - 


4J> ^ > j. ■ ... V JjS&jdi AjJ :(22) Jl^ ♦ 

♦ ♦ 

41*1! (J£ <!L^* IPv 6 bUalm* q *j tIPv4 


5 IPv6 jlxjya) ^ A+J :(23) ♦ 

:Lb>)n v ' 

♦ ♦ _ 

jii£l (4*1*1! (jl£juo jjic. j jp jUl* 4 u-* j^! <_£>^ ‘IPv4 a-c-L? Limited-^' aK^* (jLic. 

. jLL 7 u-« 


♦Octet ^4 *$uuuJLLo$ .Bits pi£ ^ JPv4 ^ :(24) Jf^jun ♦ 

5Bits pLS <U-9 Octetjjg 

♦ ♦ 

.Octet cgi 8 Bits ‘4 Octets ‘32 Bits IPv4 - 
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-»9 Jiextet ptSJ jl# 444 ^*19 <Bits pt£ ^ <IPv64 ^ :(25) Jljjytf ♦ 

5Bits pLS ^uihextet 

♦ ♦ _ 

.hextet cJ^16 Bits ‘8 Hextet ‘128 Bits IPv4 - 

5Localhost IP^f 4 jI ^Loopback^f 4 jI :(26) Jfguun ♦ 

♦ ♦ 

‘127.0.0.0 ^ ip Range ^ ‘Localhost Ip-J' J Loopback^' - 

ojLaiVi jl Test^' A^a'AaJlu)' t4_uiij ^^Jc- (_£oUj ^ ^2/Lk (j■« josj IA.NA.2l 

.(ping 127.0.0.1 :J2*) .DNS ^ 

5IPv6 $ IPv4 ^ Loopback^ jj| :(27) Jf§uun ♦ 

♦ ♦ 

.(127.0.0.1) IPv4 - 
.(ObujljS J^)(::l)IPv6 - 

«IPv4 J Classes^ <L»I :(28) J(»^i ♦ 


IP Address Classes 


Address Class 

Network ID 

Default SN Mask 

# Networks 

# Hosts 

Class A 

1-126.0.0.0 (0) 

255.0.0.0 

126 

16,777,214 

Class B 

128-191.0.0|.0 (10) 

255.255.0.0 

16,334 

65,534 

Class C 

192-223.C.0.0 (110) 

255.255.255.0 

2,097,152 

254 


Class A Loopback Address: 127.0.0.0 


Private IP Addresses 

Class A 10.0.0.1 - 10.255.255.254 
Class B 172.16.0.1 - 172.31.255.254 
Class C 152.168.0.1 - 192.160.255.254 

Broadcast Address 
255.255.255.255 
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ttP-tt g AjI :(29) ♦ 

♦ ♦ 

sj3L* du ijjjVI ^ <3kj 3 Classes 31 ^ ‘^33^. : Public IP (Real IP) - 

^ikj J^jSa jU Range ^ 3 Classes 31 ^ uji^j j : Private IP (Virtual) - 

.NAT j3- c> ^£_ 
10.0.0.0 : 10.255.255.254 o 
172.16.0.0 : 172.32.255.254 o 
192.168.1.254:192.168.1.0 o 

‘Static Vj ‘DHCP 13 Windows3' 4-k^j ij£±u ‘c^ j : APIPA (Virtual) - 
.(3-^3 Private <2^. j' : ^V) .eiu ^llaJ 


< (101.10.0.2) »^Lg Class ^ D4 IIN-TI :(30) JlS^i ♦ 

(220.60.1.9) < (180.170.0.90) 


.A, B,C - 


?(ksr 9 ^^a4i. 

4 ^ju) «k Valid m IPsJf :(31) JI^mi ♦ 


?(210.50.60.0) < (190.200.0.0) < (10.0.0.0) 


♦ ♦ 

.Network ID ^ A - 


«NAT-» »* :(32) Jlfrjuu ♦ 

♦ ♦ 

b» ^3 <3*31 JU*U ^jj ‘Network Address Translation NAT3' - 

.ciujlNI ^ £j33' ^jij ‘Public IP3' j Private IP3' on 
(jj£aA t ( IPv4) eiilgjnV' (j-« ^1311 aa3! jl ^jic. aKJLq ^^ic. l.2x3' NAT <J 

. jW c> j^' ^.1 j Public IP 

jnilil] (jjL 3 3j - 

.^3j Public IP 3 ji^Ij Private IP : Static NAT . 1 

.Public IPs3' t> 41 Private IPs3' c> <c.[Dynamic NAT .2 

Private IPs3' c> J3 ‘Port Address Translation j3^»ikl ;PAT .3 

.Port3' j ci^j3 o& ^-4? 3j3ll t^a.1 j Public IP 


«PAT-»9 NAT-H ju j>iJ) AjI :(33) Jlfrj* ♦ 

♦ ♦ 

.Aji. A NAT-11 

.NAT-11 ,> jIjI. 1 ji PAT-11 - 





( 9 ) 


!ProxyJI| Firewall^ 4j( :(34) Jf§uun ♦ 

♦ ♦ 

j' Traffic-" ^Laj jl tiljl ^jAaj A mxi Rules cA Firewall-" - 

Website j' 4-4*-* Port j' Protocol t> 4-4** Programs 
Traffic-" ? j'V “-ujSiVIj LAN-1' u*4* Access points jW A Proxy-1' - 

.ciu jSjV' £ <*4Lj lALAN-" A J" jW" Proxy jl Proxy-" £ 

.Firewall-" 4 jLu»j aoj ‘Traffic-" jjj * ^j* j' 4il A lA^j 


LANJf jju jjJjf Aj( 9? V i hi V £f^f Aj( :(35) Jl|-ui ♦ 

jMANJfa 


cP*- 4 ^ 

AJLaaJl J-ufll 

jUaAVl 


4c-L«jal^j "(JliLa lA i . ,\s <fLui 

.dl jJ 

Personal Area 
Network 

PAN 

1 

(Jjllaj ^3 4 \ i s-%"\ a jA iN.a A £. i il 

.WAN-" j* (jr^' ^ .^'j A' 

Local Area Network 

LAN 

2 

(Jj"^ (A ^ LalLa 4 iN.a \\ ^ 1S^C. 

Campus Area Network 

CAN 

3 

‘CAN-" cA LslA-?- j ^ U i ~ 1 ' 

\ a ^ li u uJ 

Metropolitan Area 
Network 

MAN 

4 

CllliUaj ^ aL^Lq A_iL-a t—)lLi*jj S.1C. 

.LAN-" cA (Jal 4c-^oi .o^c-LrL* LglA-?- 

Wide Area Network 

WAN 

5 

^jjuoj V AL,-Vi.a A i\-vL A*\\ i'.' 

.i * iic. (j .iAy 

- 

Intranet 

6 

cCl3 ALtalLa A_lLL A £.i ajj 

jjJ 1 g lie- (J/ ^a*j] 

•OLPA' 


Extranet 

7 


jjK|\i) VII Ajjj Cables CiMjiSJi 4jI :(36) JJ^juh ♦ 

5(g^L^Uj Connector 

♦ ♦ 

.(T Connector) j (BNC Connector) ‘Coaxial Cable - 

.(RJ45 - LAN Cable) j (RJ11 - Phone Cable) ‘Twisted Pair (TP) - 

.Shielded TP (STP) o 
.Unshielded TP (UTP) o 
.(ST) j (SC) j (LC) ‘Fiber j*Aa - 
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Full 3 Half Duplexing 3 Simplex^ AjJ :(37) Jf§uun ♦ 

^ Duplexing 

♦ ♦ _ 

:Data-!' l'jj' <*&]£ - 

.JL3U jl JLuojI L«l t5 lc. iaaa oAa.lj ^jii jl^-a.; Simplex o 
.ciijll (J oij ^ <jL# jil t jl lJ^jj jW :Half Duplexing o 
ciijll ^ t J^Loij jl cJ^jj jW :Full Duplexing o 


1 j&Jf <|jb> Wireless 1^)3 ^LT( 3 J : (38) Jf$uun ♦ 

♦ ♦ 

Jla-allj jjjljll Cilia .ja <jj A-aia. Il£j jjLLj WireleSS-!' <jV ‘ JjVI <L^ajl ^ jV V 


(MI .. 11 <+4*1 (BjJf ^JJI jCLTU-t 4_>t :(39) 

♦ 





♦ ♦ 


.^giaJ dull (jj£j Lai AJIa 
^ qVi j (JiLllL <La.laJlj 4ALA!i ADSL4 'Ajla] (j-3^ 3 j2 AJIa 


Jjj J^AJI 4jI :(40) Jl^dw ♦ 


.(CMP) Command Line-!' ^ Troubleshooting Tools ^ - 


Command 

parameter 


Ipconfig 


IP, : Jl») TCP/IP Configuration-!' CP ‘->Uvu>jj 

(.SNM 

/all 

TCP/IP Configuration-!' cp- _>&' J^Ujj 
(.DNS ‘DHCP:J“) 

/release 

jl^Jl ^IbJI IPJI J50.I 

/renew 

-li-la. IP (_g-]c- (J^j-^iaJl 

/flushdns 

DNS-" l> Cache-!' 

ping 


.4 Packets J CP ‘Connectivity-!' ^An«n 

127.0.0.1 

jW!' cs^ TCP/IP Protocol-!' ^ kKld ^Liia Ail jSIjjj 

JLfraJlIP 

Auiij 

LAN-!' eii^l£ ^a aIL da ^jLa-a Ajl ^a c£ILj 

J*' JI4A IP 

^a.^' Jl^!' £-a cJL^alV' ^a AILda (jLii-a Ajl (j-* l'J 

-t 

i_p 4 u^a Packet-!' l> ^44^ a^c. lUjj 






Tracert 


Tracert 

Website 

name 

aJ & j) Hop ^ <_£a*jIa Packet-1' 

dja j 

Pathping 

Website 

name 

j!i£l CjU J*a ^ n> n ^ Tracert ls j 

nslookup 


IP-11 ^jj DNS Server-1' 

Netstat 

-t 

j' 

-b 

j' 

-naob 

Established -11 J Active Connections-1' ciihU^I 
j' Spyware J ‘TCP/IP-1' J U1U jij*. ,>d' Port 

.Malware 

49^)*a] 

Session-1' J^' . 1 

.* jjai. JUU Connection 3 t> j^' jl .2 

.Malware J Spyware J JLj Established jl .3 


-nr 

Routing Table-1' vu>jj 

Netsh 
firewall 
show state 


Firewall-11 J^l' -W^l' jj 

Net use 


Vj-d' Map Network Device-1' Cf 4*-* 


(jd J i1 iii 1 1 j $ utl 4 jI :(4l) ♦ 

jj| fg^r.9^ <uf ^Application Layers 

♦ ♦ 


.Application Layer-1' J ^ - 



Port-’ j»3j 

(JalSlb) JjSjjjJ' 

^Ut' 

(jUalMI) 

lg_u (. ii£l < < Jl' 4_*A1' 

£5i'^a]' 

— 

Hypertext Markup Protocol 

HTML 

£ji'^A ^9 ^4u.i< 

80 

Hypertext Transfer Protocol 

HTTP 

(jjjja Qc. i(j aja http 

f'jLkUj Traffic-1' j^i 
SSL 

443 

Hypertext Transfer Protocol Secure 

HTTPS 

^4? Traffic-1' j 
https ‘http-1' 

443 

Secure Socket Layer / 
Transport Layer Security 

SSL/TLS 

£9ja (j'9Aa .ij 

ciujliV' 

— 

Uniform Resource Locator 

URL 


£-jl' (_luA, 

Multipurpose Internet Mail 
Exchange 

MIME 
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Vj POP3 
IMAP 



Server-1' J^V' Ji3 
Client-^ 

110 

Post Office Protocol 3 

POP3 

Server-1' l> cfe^V' 
Client-11 

143 

Internet Mail Access Protocol 

IMAP 

(j-a (Jj-ujV' cJ£j 
Server-H Client-1' 

25 

Simple Mail Transfer Protocol 

SMTP 

CliULd' (Ja3 

21 j 20 

File Transfer Protocol 

FTP 

f^il'j Network-1' sjtal 

cF- (jc. l$ja 

Command Line-1' 

23 

Telnet 

TELNET 

j p i p_ii j ^ i 

TELNET-!' 

22 

Secure Shell 

SSH 

SSH FTP 


Secure File Transfer Protocol 

SFTP 

dP jW cs^ fS^jll 

GUI-ll <j»J* <> 

3389 

Remote Desktop Protocol 

RDP 

‘Network-1' ^ f^al' 

Ai^)x-a j 

Monitor 

161 

Simple Network Management 
Protocol 

SNMP 

j ‘X500 files aj'A 
Active Directory-1' 

389 

Lightweight Directory Access 
Protocol 

LDAP 

Files-1' Share-1 
Printers-1' j 


Server Message Blocks 

SMB 

Resolving Name to 

IP 

53 

Doman Name System 

DNS 

TCP/UP 

68 j67 

Dynamic Host Configuration 
Protocol 

DHCP 


.J yil\ :(42) ♦ 

♦ ♦ 


jj jW :jj dL^ 3 ‘Network Access Methods ^ - 
(j-o j$-2o' ciijjlN' jV 4 Jjla ^ic. ciujliVb Jj^ — ciujliVlj <^*j) WAN ^. 1^.1 LAN 
_ .(WAN-11 K^l 


1&U&A 

4i jjaud' 


(TEDATA dJ) Jt*s2V' k**aA\ 

ISP 

Internet Service Provider 

JwA 3 CP Jb-ait ^SjA 3 

Analogue 

56kbps 

4 USl_i. 4_a.laJLm.fl jj £■ 

.DSL-U Backup-* f-£iouj UUal oilj 

PSTN, 

POTS 

Dial-up Access / 
Connection 
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^ JwA 3 CP J 1 -^' 

Digital 

Channel-2' (A 64kpbs 4c c^a' 

.(2 Channel):Basic Rate • 

.(23 or 30 Channel):Primary Rate • 

.DSL-22 Backup-* U!U - 

ISDN 

Integrated Service 
Digital Network 

^ cjwA 3 CP ^A 3 

Digital 

l_u^ ( aVtVn Ac 

jActjjj 

‘ J5US- jp *4 3 :ADSL, ADSL2, ADSL2+ • 

‘Down Streaming--*' Cp J*' Up Streaming-*' 

8Mbps, ) 4 jIcj^ tCjjjJI (jk UI^xujI jjS) 

(12Mbps, 24Mbps 

j j'-uy Up Streaming--*' cP*-^ &-D :SDSL • 

(jk Ul^aLLul jj£) 4 Down Streaming-*' 

(2.3Mbps) t jjjfljouJlj 

4jc.j^i tJjUla sjj ‘High bit-rate DSL :HDSL • 

.(1.54Mbps) 

jP *4j ‘Very High Data Rate DSL :VDSL • 

.(52Mbps) 4 jp‘TV--*' AjU-iii-l jj£) t JjUL» 

DSL 

Digital Subscriber Line 

.Cable Modern^' 6^ ^ijj* 3 

.Broadband over Modem 4 j*c - 

.38Mbps Pp* 

HFC 

Hybrid Fiber Coax 
Cable 

. jaM*' jwA 3 6^ Jt*^' ^A 3 

- 

FTTP / 
FTTH 

Fiber To The Premise / 
Fiber To The Home 

.^ll-a*' jj»S 2I Jjjla <jC Jluai) AJLjla 
.j£* Latency 4 jS j .DSL JL <1J1a _ 


Satellite 

fjk j±u <|'j2' cp ^Lj* 3 

.37Mbps-* J-ajJ 6*^ - 


Wi-Fi and WiMAX 

Access -* cpJJ^*' JjjL CP ^J^Vl 

.Point 

.2G, 2.5G, 3G, 4G :4^' - 

Hotspot 

Cellular 


Wireless^ :(43) ♦ 


. Jj Jatii .Wireless Access Point (WAP) . 1 
*.Wireless Clients (Devices) .2 
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^ J Wireless Access Points 


:(44) J)|-u» ♦ 

«osi-n 


(JaMtJon 

.Physical Layer-1' . 1 
.Data Link Layer-1' .2 


fiiS Jj'Ni Wireless Access Points :(45) JJ^juh ♦ 

♦ ♦ 

.UjjSs > 100 ci^ 3 ^ ‘ jW 30 :Non-Commercial cs jjf- .1 
Ujjii 100 ci^aj 4 jl^a. 100 : Commercial l$ .2 


JljjyyJl)) S Wireless^! CsLiu&t^A 4jI :(45) ♦ 

iii*> jLtirk 

♦ ♦ 


Wireless Networking] 


Wireless Type 

Radio Frequency 

Range 

Bandwidth (Mbps) 

802 . 11 a|-r 

5 GHz 

50m 

54 

802.11b 1 

2.4 GHz 

100m 

11 

802.llg 

2.4 GHz 

100m 

54 

802.lln 

2.4 GHz, 5 GHz 

100m 

108-250 (MIMO) 


♦SSID-» »A AjI :(46) J>§^ ♦ 

v' 

♦ ♦ _ 

.Access Point-^ Jl' Wireless-1' ^ SSID-1' - 


«WPA2-H 9 VVPA-H 9 WEP-» »A AjI :(47) ♦ 

♦ ♦ 

> 2^j ‘Wireless-1' Security^ ^ WEP-1' - 

ajV iWEP^' t> lsA'j ‘Wireless-1' Security 4 / ^ WPA-^' - 

TRIP 

4 4Wireless2' Security 4/ WPA2-^' - 

. AES ajV 
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Wi-Fi Jj Jle^yyjQ) «Wireless,H gJ»jf AjI :(4S) Jf^jun ♦ 

^((Communication Ports 

:Lb»V( S 

♦ ♦ 

.Wi-Fi, WI-Max, Bluetooth, FDA, Microwave - 


5Classless^f$ Classfuim AjJ :(49) Jf§uun ♦ 

♦ ♦ 

‘Update lUjj L» Subnet mask-1' c^ujj Routing Protocol-!' aA Classfull-" - 

* j A j i_a j^x^a <jV 

;<JiLa 

Class A: 0 - 127 with a mask of 255.0.0.0 (/8) o 
Class B: 128 -191 with a mask of 255.255.0.0 (/16) o 
Class C: 192 - 223 with a mask of 255.255.255.0 (/24) o 
aA ‘Update U Subnet mask-!' c^joj Routing Protocol-!' Classless-!' - 

10.1.0.0/19 o 
10.2.0.0/20 o 
172.16.8.0/21 o 
172.16.16.0/24 o 


Jjtfii C^Ji JjajI Ji q f :(50) ♦ 

!4jI J q fK ft 

♦ ♦ 

(jj ^- 3 ,ajV J 4aj^)la 

<j' ^gj' ^g. l^’l 4 llu)' Uh 4 *-" (JL4 cA 4-ladaJlj A *jLa1' q 

A 4_Ajjoi' (_pa^)j3' (jLuiC. (Jlijuj ^)jLa 4 _jU xi’A' A*JJjjj' ^jLujc. (Jlijjj ^ 11 ' 

.Reference-^ OS I model-!' 7 Layers-!' <4-^4 0 

ciijl£ t jjj' j 4 jSkj t<i£U£) a3SA* Physical Layer-!' j' . l 

.( . 

Jj jia jc. a]<iAa Network Layer-!' u' .2 

j'U£j 4 (ipconfig, Ping,.) CMD-!' ^ Troubleshooting Tools-!' 

.jjAjj!' ls* Device Manager-!' ci^jL Cf* 

.Plug-in-!' ‘Browser-!' ^ Application Layer-!' u' .3 
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f JLtg OLu J-hajI J«qf :(5l) Jf§du* ♦ 


.4X^JUi 


uLuutfl 4 jI ! 4 jI 




.Cable Wireless 3o^ 6° JL^jV' jl£ lil < ■ <VKj j*Sm 
o jaII j ^hmUi m ^Ji-v A j jUld a_N Ia^. j d ‘Wireless ^ o 
jl .V Vj wireless 4JlAa ^judjc' ^Cable 3 jjL^ jLN' J*^j' 

Cable. (j^LL' ^^Ic. ak. : ;^\i <d'jia^. ^ii' > Li*-Aa dull 

‘ Cable jl 

LILlLoII J -fl'd' ■ 

(A^ii jj ijx^l jl*a> ‘jjj' j ‘dLLl£) : Hard ware-!' . 1 
(Ajaij OS-!' j' Spyware j' Malware) : Software-!' .2 
L*> 6^ ‘-aj^') ^ j^\ ij^. j Client-!' jjj dljjjl jl! dJ ; Router .3 


o 


: Reference-^ OS I model-!' p jl? 7 Lavers-!' ^'Aki 


(Tracert 
CP ■ 


011 ‘ jL$' J ‘“L2>U£) ; el<Ad (jil^iLa Physical Layer-!' j' a£\jI . 1 

.(.A£^l 

cjjjla clF- Network Layer-!' jl ^h\ .2 

‘(ipconfig, Ping, netstat.) CMD-!' ^ Troubleshooting Tools-!' 

. jj-Ajj!' ^ Device Manager-!' 3o^ CP jL£j 
.Plug-in-!' ‘Browser-!' ^ aJ£L2u> Application Layer-!' j' ^L' .3 


jLu 4 jI :(52) Jffduu 4 

♦ ♦_ 


jj^ ‘Media Access Control Address jl^a.' :MAC Address - 

.LAN-!' 




.LAN-!' djl£ ‘Network Interface Card :NIC - 

.(.. .kb/second, Mb/second) Jd ac>* iBandwidth - 
Aajjj 3^ ‘WAN-!' j' edijiNL JL^jV' :Broadband - 

. jW JW :Unicast - 

ij^\ ^ ,d£j jl*a ;Broadcast - 
.!■$■!£ ol 3 s ■ j$a' Ac .^!£j :Multicast - 

.La fjk Laiada]' Jc'jiil'j d'*'ja.V' ‘Lij-aa-a ^Protocol 
id m\a\\ j' i (Physical) 3^ cJ^ 3 jj -^la j j^aLa La' L :Port 

.(Logical) Socket '3 j^j ‘LiijiN' 


<.Ofe» AHU< t(53) ♦ 

♦ ♦ 

.Cable-!' ^ j' JiiLU DataJ 'Access Method ^ - 

.WAN-!L JL^ajV' A^j^la l^.vw ij ^LilLj 








( 17 ) 


Cable-ll 

Topology-11 

Access -11 
Method 

£_yla*Jl ^uiVl 

Network-H 

TPj' Coaxial 

Bus OR Star 

CSMA/CD 

Ethernet 

UTP J STP 

Ring 

Token Passing 

Token Ring 

Fiber 

Ring 

Token Passing 

FDDI 

Fiber 

??? 

??? 

Frame Relay 

Fiber j' TP 

??? 

??? 

ATM 


pp Friendly Name^f ^ ♦♦♦♦♦♦♦♦♦♦♦♦♦♦ Jl :(54) Jf§uun ♦ 
((^yU JffrjuuJQ) ^http://www.yahoo.com 

♦ ♦ 

.Host Name-11 ^ www - 
Suffix Name-11 ^ Yahoo.com - 
FQDN-11 www.vahoo.com - 
.URL-!' ^ http://www.yahoo.com - 


j>p Pj Jl (JiJ* 192.168.1.1 ping $J :(55) ♦ 

*pp 4*\ <192.168.1.5 

m 

♦ ♦ 

(j-« (jl ^g.~1* A ‘Firewall WAN IP ^ IP-1' uj^ ** 192.168.1.5 ^ - 

.Firewall-" 

- (._(_Jj 1 a) dlVl Xi'A jfl <jl jl L- lluJl <j| 

.129.168.1.1 Default Gateway-11 ip Jala Firewall-11 u' o 
.IP 192.068.1.5-H IP 192.168.1.1-H Forward Firewall-1' u' 


o 





